BitLocker To Go — Encrypting Your USB Drive with BitLocker To Go

BitLocker To Go is a feature of Windows 7, Windows 8, and Windows 8.1 that allows you to encrypt a removable
storage device. When you encrypt the drive, you will set a password. That password will be the key to unlocking
the drive and allowing you to use it.

You are able to read and write to BitLocker to Go drives if you're using a Windows 7, Windows 8, or Windows
8.1 operating system. You are only able to Read files from the encrypted drive when you are using Windows XP
or Windows Vista. BitLocker To Go drives will not work on a Mac operating system. If you need to use a flash
drive on a Mac then we recommend using one of our other approved hardware-encrypted USB drives.

1) Plug the USB flash drive into your Windows 7 computer
2) Open Control Panel and click BitLocker Drive Encryption
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3) Find your drive under the BitLocker To Go section and click Turn On BitLocker
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Cantral fancl Hoe Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unautherized access te any files stered on
the drives shown below. You are able to use the computer normally, but
unauthorized users cannct read or use your files.

What should I know abeut BitLecker Drive Encryption before [turn it on?
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4) BitLocker will then initialize the drive
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Starting BitLocker

Please wait while BitLocker initializes the drive.
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1. De not remove your drive during BitLocker setup.

‘ What are BitLocker's system requirements?

5) Enter a password for the device in the fields provided
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Choose how you want to unlock this drive

|1 Use a password to unleck the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbols,

Type your password:

Retype your password:

[ !Use my smart card to unlcck the drive

You will need to inzert your smart card. The smart card PIN will be required when you unlock the drive.

@ Some settings are managed by your system administrator.

How do [ use these options?
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6) Choose to Save the recovery key to a file and save it to a secure place like your W drive.



*IMPORTANT* - if you forget your password, the recovery key will allow you to regain access to your
BitLocker To Go drive. If you forget your password and lose your recovery key then you will not be able
to regain access to the data on your drive,
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How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive.

We recommended that you save your recovery key te a file and print it.
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| < Print the recovery key

What is a recovery key?
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7) After you save the recovery file you will see a confirmation message.
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How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive,

We recommended that you save your recovery key to a file and print it.

<» Save the recovery key to a file

< Print the recovery key

) Your recovery key has been saved.

What is a recovery kev?
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8) When you are ready hit the Start Encrypting button
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Are you ready to encrypt this drive?

You will be able to unlock this drive using a password.
Encryption might take a while depending on the size of the drive.

Until encryptien is complete your files will not be protected.
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9) While the drive is encrypting a status bar will be displayed. If you need to remove the drive before it is
finished encrypting make sure you hit the Pause button first or you risk corrupting the files on your

drive.
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1. Pause encryption before removing the drive or files on
the drive could be damaged.

10) A notification will be displayed when the drive has finished encrypting.
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